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Abstract

Networks-on-chip (NoC)are a scalableinterconnectso-
lution to multiprocessorsystemson chip (MPSoC).NoCs
transportdata in packetswhich are fragmentsof transac-
tions, such as read and write actions of IPs. For debug
purposes,reconstructing transactionsat run-timeis essen-
tial. Run-timeanalysisof theNoCbehavior at transaction
level makesthecompleteMPSoCeasierto understand.We
presenta NoC analyzerable to monitor NoC transactions
at run-time. Theproposedhardware transactionmonitor is
able to reconstructon-chip, at run-time, NoC transactions
frombit-level intercepted router link communication.Four
NoC analyzermodesare detailed raising the abstraction
level gradually from physical raw to logical connection-
based,transaction-basedand abstract transactionevent-
based.Each modeis analyzedfor areaandbandwidthin an
experimentalsetupbasedonseveral ÆtherealNoCdesigns.
A transactionmonitor hasan area costof 0.026mm2 in a
0.13� m CMOStechnology, and for several MPEG/audio
casestudies,theentire monitoringsystemaddsan average
of 5% to theNoCarea. We showtheversatility of our NoC
analyzerby run-timemonitoringuserconnectionsand the
Con�gurationMasterIP in theNoC.

1 Intr oduction

1.1 Pr oble m State men t

Due to ever increasingtechnologicaladvances,very
complex large scalesystemon a chip (SoC) designsare
becomingpossible. Eachnew SoC generationintegrates
more processingelements,more features,and offers in-
creasedfunctionality. With this ever increasingcomplex-

ity, thestepof gettingthedesignworkingproperlybecomes
increasinglydif�cult, leadingto a need for betterdebug so-
lutions. This pointsto theneedfor providing thenecessary
controllability, andin particulartheobservability of internal
operationsof acomplex SoC.Observability of currentSoCs
is becomingamajorbottleneckastheamountof embedded
coresandcritical internalsignalsperI/O pin ratio increases.

This has led to the addition of dedicatedon-chip re-
sourceswhich supportfunctional analysisin order to in-
creaseSoCobservability. Existing techniquessuchassys-
temsimulationsandstatedumpsusingJTAG/boundaryscan
chainsarecomplementedby this additionalinfrastructure.
This debug instrumentationhasbecomecommonat core
level [2], andbus-level [21]. Increasingly, a system-centric
debuginfrastructure,supportingmulti-coresystem-level di-
agnosisand analysis,like ARM' s Coresight[1] and First
Silicon's OCI [15], is gaining momentum. Computation
andcommunicationobservability in currentSoCsarearec-
ognizedmust,andits importanceis growing.

Networks on chip (NoCs)[3, 8, 10, 12, 16, 13] arethe
preferredinterconnectsolution for largescalemultiproces-
sor SoCs. With the emerging trend of NoC-basedSoCs,
systembussesarereplacedby NoCs.Theon-chipcommu-
nicationbecomesmoresophisticated,relying on run-time
programmablesolutions. While the on-chipdebug infras-
tructureat core level can be reusedin NoC-based SoCs,
standardbus monitorsno longerwork with suchsystems,
asmultiple truly parallelcommunicationpathsbetweenthe
IPs exist, asopposedto a (single) centralizedbus in bus-
basedSoCs. This led to the additionof debug infrastruc-
turesfor the NoC interconnect[5]. This debug infrastruc-
ture copeswith the run-time communicationobservability
in NoC-basedSoCs.

Even if basicobservability of NoCs is achieved in the
form of bits, it is still the questionof what the monitored



bits mean,e.g. a con�guration packet for the NoC itself
or a write action issuedby an IP connectedto the NoC.
Theabstractionlevel at which monitoringcanbedonecan
vary from the bit-level to the level of inter-IP communi-
cation. For NoCs,the interconnectedIPs communicateto
eachother by meansof transactions,which are readand
write actionsfrom IPs. To increasethe operationalspeed
of system-level debugging,the NoC debugginginfrastruc-
turemustbringtheabstractionlevel of themonitoreddataat
transactionlevel, andallow run-timetransaction monitoring
in particular, at a reasonablecost.

Transactionsare composedof one or more messages,
e.g. a readaction from an IP, and the datacoming back
astheresultof it. In ef�cient packetizationschemes,e.g.in
theÆtherealNoC, the transactioncomponentsareconsid-
eredpartof adatastreamwhich is packedatNetwork Inter-
faces(NI) into packetswithout considerationfor alignment
of packetsandtransactioncomponents.Themonitoredbit
stream(raw data)correspondinge.g.to a monitoredrouter
link containsmultiple time-multiplexedconnectionsof dif-
ferenttraf�c classes,e.g. guaranteedthroughput(GT) and
besteffort (BE).Theseconnectionsareestablishedbetween
differentpairsof spatiallydistributedIPs. Identi�cationsof
transactionsout of thismonitoredbit streamis achallenging
problem.

1.2 R elat ed W ork

Therehasbeena lot of work in providing observabil-
ity for bus-basedsystems.ARM' sCoresight[1] technology
combinesETMs [2] for ARM cores,with the AHB Trace
Macrocell which gives visibility on AMBA AHB busses,
offering anunderstandingof multilayer-busutilization and
visibility of accessesto memoryareas.First Silicon's on-
chip instrumentationtechnology(OCI), provides on-chip
logic analyzers [21] for AMBA AHB, OCP, andSonicsSil-
iconBackplanebussystems. Thesesolutionsallow theuser
to run-timecapturebusactivity, andcanbecombinedin a
multicore-embeddeddebugsystem[15] with in-systemana-
lyzersfor cores,e.g. for MIPScores.Althoughstate-of-the-
art, both solutionsarenot able to copewith a NoC-based
SoC.

While the test and veri�cation implications of using
NoCshavebeeninventoriedin [22], in theresearchcommu-
nity, focusis onthedesign[4, 14,8,12,16,10],analysis[9]
anduse[18] of NoCs. Currently, thereis little supportfor
run-timecommunicationobservability in NoC-basedSoCs
in general.

[5] proposestheconceptsof a genericNoC Monitoring
Service(NoCMS)to copewith communicationobservabil-
ity in NoC-basedSoCsand advocatesthe useof abstract
events in reducingthe size of the monitoreddata. The
NoCMScanbeinstantiatedatdesigntimetogetherwith the

NoCby meansof amonitoring-awareNoCdesign�o w [7].
Theimpactof run-timemonitoringonNoCdesign�o ws

is shown in [6], in caseof sharedor separated NoCs for
applicationandmonitoringdata. As far aswe areaware,
thereis nosupportfor transaction-level monitoringin exist-
ing NoCs.

[20] proposeson-chip run-time collection of traf�c
statisticsatnetwork interfacestooptimizetheusageof com-
municationresourcesin a NoC-basedSoC;this is doneus-
ing thecentralizedresourcemanagementof [19].

1.3 Con tributi on

This paper presentsthe conceptsof monitoring NoC
transactionson chip at run-time. It shows how we canre-
constructthetransactionview (readandwrite actionsfrom
IPs) from theraw, low-level monitoreddata. Theraw data
can be monitoredat any router, a module which has no
understandingof any notion of transaction.We show that
transactionscan be reconstructedregardlessthe way in
which packetizationhasbeendonein network interfaces,
coveringall existingNoC packetizationschemes.

We furtherproposea hardware monitorwhich supports
on-chip transactionreconstructionand several intermedi-
ate levels of abstractions neededfor it, raising the ab-
straction level gradually from physical `raw' to logical
connection-based,transaction-basedand abstracttransac-
tion event-based. We further show that suchmonitoring
is feasibleareawise, asthetransactionmonitorsupporting
both GT andBE traf�c classesis 0.026mm2 in a 0.13� m
CMOStechnology, smallevenwhencomparedwith a cor-
responding0.13mm2 combinedGT/BE NoC router in the
sametechnology.

We call theresultingmonitoringsystema NoCanalyzer
andthe supportedabstractionlevels, analyzermodes. An
analysisof the generated traf�c for eachof the analyzer
modesis presentedin the context of four realistic Æthe-
real NoC designs basedon an MPEG codec,underlining
advantagesandpotentialproblemsfor eachof them.An ex-
ampleof monitoring NoC con�guration masteractivity in
theconnection-basedmodeis shown.

1.4 Ov erview

Section2 presentstheÆtherealNoC in generalandthe
transaction-basedcommunication modelandpacketization
in particular. The NoC analyzerand the two basic data
transportscenariosused throughout the paper are intro-
ducedin Section 3. In Section4 we describetransaction
monitoringby presentingthefour NoCanalyzermodesand
the underlying monitor architecture. The areaand traf�c
implicationsarepresentedin Section5 andtheconclusions
in Section6.
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2 ÆtherealExperimental Setup

We have usedthe ÆtherealNoC [10] as an example
for our work but all the conceptspresentedaremoregen-
eral and can be reusedfor other NoCs. Several NoCs
[3, 8, 10, 12, 16, 13] have beenproposed.In generalthey
arecomposedof network interfaces(NI), which implement
theNoCinterfaceto IPs,andof routerswhichtransportdata
from NI to NI.

TheÆtherealNoCrunsat500MHz andoffersaraw link
bandwidthof 2GB/sin a0.13� m CMOStechnology. Æthe-
real offers transport-layercommunicationservicesto IPs,
in theform of connections,comprisingbest-effort (BE) and
guaranteed-throughput(GT) services. Guaranteesareob-
tainedby meansof TDMA slot reservationsin NIs. Æthe-
real NoC instancesarerecon�gurableat run-time. This is
achievedby programmingtheNIs usingstandardmemory-
mappedI/O ports. The currentsetupusescentralizedpro-
grammingof the NoC and sourcerouting, but distributed
solutionsarealsopossible.

Transactions(readsand writes) are performedon con-
nections.Onetransactioncomprisesoneor moremessages.
Messagesare differentiatedas requestand responsemes-
sages. E.g. a requestmessagecan be the write message
depictedin Fig. 1. A responsemessageis for example data
comingbackasa resultof a readoperation,or anacknowl-
edgmentasa resultof awriteoperation.

write data n

…

write data 1

address

trans idseqnr.flagslengthcmd word 0

word 1

word 2

word n+1

Figure 1. Æthereal message format

The NIs convert thesemessagesinto packets,by chop-
ping theminto piecesof a maximumlengthandaddinga
headerto each of thesepieces,resultingin packets. Pack-
etsmaybeof different lengths.Thepacket headerconsists
of: (1) a pathto thedestinationNI asa sequenceof router
outputports,(2) aqueueidenti�er at thedestinationNI, and
(3) piggybackedcreditsfor endto end�o w control.An ex-
amplepacket is shown in Fig. 2.

Packetsarefurthersplit into �its, theminimumtransfer
unit betweenhops. The �it format is presentedin Fig. 3,
with the mentionthat this particular �it containsa packet
headerasthe�rst word. One�it correspondsto oneTDMA
slot. Note that the GT packet presentedin Fig. 2 corre-
spondsto threeconsecutively allocatedslots.One�it com-
prisesthree32-bit words.For eachof thethreewordsthere
aretwo bitsof sidebandinformation. The�rst two sideband
informationbits, id in Fig. 3, show whetherthe�it is BE or
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Figure 2. Æthereal packet example

payload 1eop

payload 0size

pathqidcreditid word 0

word 1

word 2

Figure 3. Æthereal �it format

GT andwhetherit containsapacketheaderor not. Thesec-
ondtwo bitsshow thenumberof valid wordsin the�it. The
lasttwo bits show theendof packet.

3 NoC Analyzer

For thebasicaccessto NoC �its, we have usedtheNoC
Monitoring Service (NoCMS) of [5]. The NoCMS is of-
feredby theNoCin additionto thecommunicationservices
offered to the IPs. It consistsof con�gurable probesat-
tachedto NoCcomponents.Thegenericprobemodularde-
signcomprisesthreeparts: thesniffer (S), theeventgener-
atorandthemonitoringnetwork interface(MNI). TheMNI
canbeaseparateNI or canbemergedwith anexistingNI.

Our specializedtransactionmonitorreplacesthegeneric
eventgeneratorof [5]. Fig. 4 presentsanMPEGcodecwith
a 2x3 NOC with its NOC Analyzer. All routersof theNoC
examplefrom Fig. 4 have a transactionmonitor (TM). The
generalprocessworksasfollows; thesniffer obtainstheraw
�its (bit-level) from theNoCcomponentsandpassesthisin-
formationto thetransaction monitor. The transactionmon-
itor performslocal processing,speci�c to eachof the ana-
lyzer modes.It then forwardsthe resultsto the MNI. The
MNI packetizesthe resultaspayloadandsendsthemover
thenetwork to theMonitoringServiceAccesspoint(MSA),
over a previously establishedmonitoring connection,just
likeany otherdatain theNoC.Themonitoringconnections
canbeeitherBE or GT. We usethesameNoC for monitor-
ing aswell asfor theusertraf�c becausethissolutionallows
a logical,dynamicpartitioningof NoCresources;resources
canbe usedfor monitoringwhenneeded, andfreedwhen
not. Note that a separateinterconnectfor monitoringmay
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Figure 4. 2x3 MPEG codec with NOCMS

beusedaswell [6].

TheNoC analyzerhasto beableto checkthefunctional
detailsof user traf�c from the observed router link data,
at different levels of abstraction.For this, the transaction
monitorarchitectureis de�ned. A schematic of thetransac-
tion monitor internal architectureis depictedin Fig. 5. All
router links are sniffed by the sniffer which provides this
info to the link selectionblock. In the link selectionblock
one link is selectedfor further analysis. Then, thereare
four transactionmonitor processingblocks. One or more
of theseblockscanbeenabledandcon�gured throughthe
enable/con�guration block. Two portsconnectthetransac-
tion monitor to theMNI, oneslave port (SPin Fig. 5), for
programmingthe transactionmonitor, andonemasterport
(MP in Fig. 5), for sendingthe transactionmonitor data
to the MSA. Transactionmonitors are programmedusing
memory-mappedI/O, by meansof write transactions.Each
processingblock correspondsto oneof theanalyzermodes
that we have identi�ed. Eachanalyzermodeis detailedin
thefollowing section.

If thesniffed datais memory-mapped,e.g. theMSA is
a memory, the transactionmonitor useswrite transactions
to sendthe data to the MSA, anda commandandaddress
haveto beaddedto thetransaction monitordata.Therefore,
a write transactionfrom a transactionmonitor to an MSA
will alwayscontaina command,anaddress,andtheuseful
payload. In the remainder we refer to this asthe memory-
mappedscenario.

If thesniffed datais not memory-mapped,e.g.theMSA
is anotherIP which takes care of streamingthe data off
chip, no commandsand addressesare addedto this data.
Therefore,a peer-to-peerstreamingdatatransactionfrom
transactionmonitorto MSA will containjusttheusefulpay-
load. In theremainderwereferto thisasthestreamingdata
scenario.We have implementedbothmemory-mappedand
streaming-datascenariosin oursimulator.

flit

all GT/BE

one connection

messages

events
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enable/configuration
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GT/BE filtering
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Figure 5. Transaction Monitor Architecture

4 Analyzer Modes

4.1 R aw M ode

In theraw modetheanalyzerprovidesfull observability
on all bits passinga certainphysical link. The link desired
canbeselectedfrom all routerlinks at run-timethroughthe
enable/con�gurationblock. The link selectionblock pro-
videsat its outputall �its passing onelink. These�its can
be part of differentconnectionsasTDMA is usedfor ev-
ery link. The �its canbedirectly forwardedto theMNI or
passedasinput to theGT/BE �ltering block. Looking only
at the �it structureandnot beyondwe cando only limited
�ltering. Local �ltering is possiblebasedon thetraf�c cat-
egory. For the ÆtherealNoC we areable to �lter GT or
BE traf�c from the raw �its. This is madepossible by the
2-bit sidebandinformation (seeFig. 2) of each�it which
speci�eswhetherthe�it is GT or BE. Theresulting �its are
forwardedto theMNI. TheMNI packetizesthe�its aspay-
loadof a write transaction(memory-mappedscenario)or a
datastream(streaming-datascenario).

A potentialproblemmay arise: assuming for a certain
link that utilization is very high, andthat we do raw sniff-
ing, thesniffed data hasto besentover a connectionto the
MSA. Dueto thepacketizationoverhead(thepacket head-
ersaddedto theusefulsniff payload),thetotal canbemore
than the physical link bandwidth,making the transportof
thesniffed dataimpossible.Filtering whether the traf�c is
GT or BE can alleviatethisproblemin certaincases,but not
alwayssolve it.
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The raw mode is useful in caseall details of the �its
are importantto be examined. Bit-level detailscanbe in-
spected. In practiceit works for low bandwidthconnec-
tions,or for shortsnapshotsof highbandwidth connections.

4.2 Connecti on-based M ode

As sendingtheraw snif�ng resultsto theMSA cannotal-
wayswork in practice,amoreadvancedmodeis needed.In
the connection-based modethe analyzerprovides full ob-
servability on all bits of a selectedconnection,raisingthe
abstractionlevel from physical raw to logical connection.
The transactionmonitor mustallow further �ltering of the
sniffed data,besidesthe traf�c class(e.g. BE/GT) in or-
der to reducethe traf�c from monitoring probeto MSA.
All theNoCusertraf�c goesoverconnections,andconnec-
tions sharelinks basedon a TDMA scheme.Filtering of
the sniffed datais possibleif a certainconnectioncanbe
identi�ed from theotherconnectionssharingthesamelink.

Theconnection�ltering blockof thetransaction monitor
usesasinput theoutputof theGT/BE �l teringblock. Con-
nectionidenti�cation canbedonefor theÆtherealNoC by
meansof the queueidenti�er andpath; this pair uniquely
identi�es a connection.Both have to beprogrammedin the
transactionmonitor using the transaction monitor's slave
port SP. Both the queueidenti�er and path can be found
in the headerof packets,seeFig. 2. A packet headercan
be identi�ed by the2-bit sidebandinformationof each�it.
Furthermore, a packet headeris always the �rst word in
the �it. Oncea headeris interceptedthe queueidenti�er
of thedestinationqueuein theNI, andthepathto thatNI,
canbe extractedfrom theheader. The transactionmonitor
musthavethedesiredconnectionsetandcomparethevalue
storedlocally with run-timevaluesfrom theheaders.Once
a matchis found we have identi� ed a packet belongingto
thedesiredconnection.Theresultingpacketsareforwarded
to theMNI.

Note that the proposedtransaction monitor enabledin
the connection-basedmodeis in the current setupable to
monitora singleconnectionat a given time. However, the
extensionto supportthemonitoring of multipleconnections
atagiventime is straightforward.

The connection-basedmodeis useful in caseall details
of a certainconnectionhave to be examined,e.g. packet
headersor connectionutilization. The previously men-
tionedproblem of exceedingthephysicallink bandwidthis
still possiblealthoughthis would requireextraordinary cir-
cumstances,e.g. all slotsreserved for a singleconnection.
This is unlikely, andthismodeis feasiblein practice.

4.3 Tr ansaction- based Mo de

In thetransaction-basedmodetheanalyzerraisestheab-
stractionto transactionlevel andprovidesbit-level full ob-
servability on transactionsover a certainconnection.This
implies full observability of all transactioncomponents,
which aremessages.A full transactionmay involve a sin-
glemessage(e.g.asinglewrite withoutacknowledgement)
or multiple messages.Thecaseof transactionsusingmul-
tiple messagespossiblyon multiple connections,involves
thecombinationof datafrom multiple transactionmonitors
or from onetransactionmonitor at differentpointsin time,
whichcanfor examplebedoneat theMSA.

Beingableto identify all the�its of acertainconnection,
thenext stepis thereforeto identify messagesbelongingto
the connection.This allows to see,from within the NoC,
whena write or a readmessagehasbeenissuedandfrom
whereor to whichof theIPsor memories,providing atrans-
actionlevel view.

Themainproblemis how to identify themessages.It is
dif�cult to detect thestartof a message,becausemessages
areconsideredpayloadandarepacked in packetswithout
any alignment.Therouters,wheremonitoringis done,have
nonotionof messages.A packetmaycontainasinglemes-
sage,part of a message,or parts of multiple messages.It is
thereforecomplex to seewherea messagestartsjust look-
ing atapacket.

Messageidenti�cation requiresdepacketization,a pro-
cedureusuallydoneat theNI at thereceiving side,at every
slave NI port (SNIP). Hardwaremodulesfor depacketiza-
tion areavailablefor Æthereal.Thesemodulesassumethat
the �rst packet over a connectioncarriesthe �rst message
header, immediatelyafter the packet header. From there
they only countthe numberof words in the received mes-
sage,knowing that after it thereis a new messageheader.
Having detectedthestartof themessage,the restbecomes
simple. In the majority of existing NoCs, the size of the
messageis codedin the�rst wordof themessage,theexact
placedependingon theexactprotocolmessageformat. So,
if themessagestartis detected,therestof themessagecan
beobtainedby countingthewordsin thefollowing sniffed
�its belongingto thesameconnection,till themessagesize
is reached.Countingof the messagewordsdoesnot take
into accounttheheadersof thepacketsinvolved, which are
discarded.However, themaindif�culty is detectingthestart
of themessage.

Therearethreepossiblesituations,coveringall existing
NoCs,seeFig. 6, with regardto alignmentof packetheader
andmessageheader, eachof thesituationshaving prosand
consregardingtheNoCdesign:

(A) TheNoCdoesnot distinguishbetweenmessagesand
packets,message/packetcorrespondenceis oneto one,
seeFig. 6A. As previously explained,a packet header
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Figure 6. Message-packet alignment

(PH) can be easily identi�ed. In this casewe have
also identi�ed the messageheader(MH), which fol-
lows thepacket header, andthemessagedecodingcan
start. From the NoC point of view this is a simple
packetizationscheme,but it mayrequirelongpackets.
Therefore,it maynot �t well with theTDMA scheme,
andmayhavepartiallyemptypackets.

(B) Themessageheaderis alignedwith thepacketheader
but the NoC splits messages in multiple packets, see
Fig. 6B. Even if a packet headercan be easily iden-
ti�ed, asmessage/packet correspondenceis no longer
oneto one,it is importantto know with which packet
headerthe messageheaderis aligned. Somepacket
headersare followed by messageheaders,othersare
followed by partsof the messagepayload(MP). This
situation�ts well with the TDMA scheme,but may
havepartiallyemptypackets.

(C) The NoC doesnot align messages and packets, see
Fig. 6C.This is themostgeneralanddif� cult caseand
is used by theÆtherealNoC.A messageheadercanbe
anywherein thepayloadof a packet. This is themost
ef�cient packingof messagesin packetsand it is good
for TDMA.

There are at least two solutionsto solve the message
identi�cation problemdescribedatpointsB andC:

(1) Onesolutionis toexplicitly specifythemessagebound-
aries. This meansthat eachpacket speci�es whether
it containsthe startof the messageandwherein the
packet is themessageheader. Thepresenceof a mes-
sageheaderin the packet andits offset canbe coded
eitherin thepacket headeritself or in thesidebandin-
formation in the form of a control bit. This can be
enforcedby adaptingthe masterNI port (MNIP) to
includethis informationin theheaderor sidebandin-
formation, which is not dif�cult becausethe NI has
knowledgeof the messagestart. Using this solution
mayrequiredesignmodi�cationsof theNI.

(2) A secondsolutionis to make sure that wecanmonitor
the �r st packet goingover theconnection,andall the

following �its belongingto the sameconnection. In
this casewe cancontinueidentifying messages.This
is becausethe�rst packet will containa packet header
immediatelyfollowed by a messageheaderandfrom
therewe cankeepaccountingfor the following mes-
sageslike theSNIP is alreadydoing for theusertraf-
�c. This canbeenforcede.g. by settingandenabling
thetransactionmonitorsbeforetheconnectionis used.
The advantageof this solution is that it requiresno
modi�cationsof theNoCcomponents.

For our experimentswith the ÆtherealNoC, we have
enforcedthesecondsolution (2). Wehavemadethischoice
becausetheÆtherealpacket headerdoesnot containinfor-
mationaboutmessageheaders.Thepotentialdrawbackof
this solution,thefact that thetransactionmonitorsmustbe
enabledbeforetheactualmonitored connectionis setup, is
consideredacceptable.Our solution requiresa strict corre-
lation betweenthe (re)con�gurationmomentsof the NoC
andthecon�guration of theNoCMStransaction monitors.
It is possibleto apply this solutionfor the ÆtherealNoC,
becauseour transactionmonitorsarerun-timecon�gurable
by meansof MMIO write operations,andbecauseprece-
denceof the transactionmonitor con�guration in front of
theuserconnectioncon�guration is enforced.Thetransac-
tion monitorsarecon�guredbeforethe actualconnections
arecon�gured, beingableto sniff all the datafrom a con-
nectionstartingwith the�rst �it of the�rst packet. In case
of a NoC recon�guration, it is again possibleto recon�g-
ure all the transactionmonitorsat the beginning of the re-
con�guration whenthe restof the connectionsarenot yet
con�gured.

Thetraf�c introducedby theanalyzertransaction-based
modeis lower thanin theconnection-basedmodeaspacket
headersare removed in transactionreconstruction,when
converting from packets to messages.This is donein the
depacketizationblock of the transactionmonitor, in fact a
reusedSNIPfrom theÆtherealNoC.

By identifying messages,local �lterin g of messagesper
connectionis possible;all theseoptionscanbeaddedto the
depacketizationblock. For example,�ltering of only write
or readmessages,or �ltering of certainaddressrangewrites
canbedone,handyfor debugpurposes.

Thetransaction-basedmodeis usefulwhenall detailsof
transactionsor transactioncomponentsare requiredto be
inspected.Thisis especiallyusefulwheninspectingIP to IP
communication.However, detailsregardingpacketization,
like thecontentof packetheaders,areno longervisible.

4.4 Tr ansaction Event- based M ode

In the transaction event-basedmodethe analyzerpro-
vides full observability on relevant transactionfeaturesor
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componentsandabstractsother irrelevant transactionfea-
tures. Being ableto identify messagesover a certaincon-
nectionis indeedvery useful. However, not all of this in-
formationis always neededfor getting the pictureof what
is really going on in the NoC. Therefore,the abstraction
level can be raised;whenever a transactioncomponentis
sniffed,atransactioneventcanbegenerated.E.g. atransac-
tion eventcanstatewhatwasthecommand,addressandthe
numberof wordsin a message.A write messageat address
#0000with 10wordsof payloadhasa total of 12wordsfor
theentiremessage.All this canbeabstractedin aneventof
two wordscontainingonly therelevantfeatures(command,
address,nr. words), getting rid of the irrelevant (for this
example)10wordsof payload.

Local �ltering of relevantfeaturesof transactionsis done
in theabstractionblockof thetransactionmonitor. Thetraf-
�c introducedis lower thanin the transaction-basedmode
as we get rid of packet headersand irrelevant transaction
featuresby meansof eventabstractions.

Table 1. Comparison of analyzer modes
Mode TM capability Filtering Potential pb.
raw id. traf�c GT/BE link bw.

connection +id. connection connections link bw.
transaction +id. msg. messages msg.start

tr. event +evt. generation msg.features msg.start

Table 1 summarizesthis section,showing a compari-
sonbetweenall analyzermodesfocusingonthecapabilities
built in the transactionmonitor, the potential�ltering and
thepotentialproblemsin eachof themodes.

5 Analysisand Examples

5.1 I mplem entation

Our �nal point is to provethatonchiprun-timemonitor-
ing of NoC transactionsis feasiblein resourceconstrained
NoC designs.Therefore,we have investigatedtheareaand
traf�c implicationsof our NoC analyzer. For the experi-
mentalvalidationof our NoC analyzerwe have built a �it
accurateSystemCmodel, and a cycle accuratesynthesiz-
ableVHDL model of thetransaction monitor. Wehaveused
thesemodelsin conjunctionwith theÆtherealNoCandde-
sign�o w.

The placementof the transactionmonitorsat routers is
a designtime choice.Currently, our NoC design�o w [10]
hasbeenextendedto supportmonitoringin general[6], and
fully supportsthe(automatic)insertionof transactionmon-
itors in particular[7].

For our experimentsall routersare instrumentedusing
the monitoring-aware NoC design � ow with transaction

monitors,thusresultingin afully probedNoC.For our traf-
�c experimentswith the SystemCmodelswe have used
transactionmonitors supportingall four analyzermodes.
For our areaexperimentswith the VHDL modelswe have
usedtransactionmonitorssupportingthe�rst threeanalyzer
modes(full transactionreconstructionwithout transaction
abstraction).We useGT connectionsfor eachof thetrans-
actionmonitorsto transport thesniffed datafrom thetrans-
actionmonitors to theMSA. Theapplicationandmonitor-
ing traf�c sharethe sameNoC. For NoC design-timeas-
pectsrelated to monitoring, suchas how to provision the
monitoringrequirementsor how to automatethe insertion
of monitorspleasereferto [6] and[7] respectively.

To quantifythecompleteeffectsof monitoringwe hada
look at four differentSoCdesigns,usingNoCmeshtopolo-
gies,supportingcombinationsof several MPEG instances
(from oneto four) with a singleaudio instanceconsisting
of samplerateconversion,MP3, audio-postprocessing and
radioaspresentedin [17].

5.2 A r ea Anal ysis

The areaoverview of three probes,correspondingto
the �rst threeanalyzermodes(raw, connection-basedand
transaction-based),realizedin a0.13� m CMOStechnology
is presentedin Table2. Sincetransactionmonitorssupport
bothGT andBE traf�c classes,a comparisonis madewith
the areaof an Ætherealarity 6, GT/BE router, presented
in [11], whichis 0.13mm2 in thesame0.13� m CMOStech-
nology.

Table 2. Area Impact
Probes area(mm2) comp.to router

raw 0.020 15%
connection-based 0.024 18%
transaction-based 0.026 20%

The resultsshow that offering raw datamonitoringca-
pability would require15%moreareacomparedto asingle
router, while connection-basedcapabilitieswould require
around18%. Full �edged on-chip transaction reconstruc-
tion is feasibleat the costof 20% of the routerarea. The
probeareapresentedincludesthecon�gurationunit allow-
ing to (re)con�gure the transactionmonitorsat run-time.
Con�guration includesthestartandend timeof transaction
monitoractivity, theselectionof thedesiredmodewith the
requiredcharacteristics.It alsoincludesthreewordsof in-
ternalstorage.

The �rst three analyzer modesrealize the transaction
reconstruction,by decoding the transactioncomponents,
while the fourth one is doing the transaction abstraction.
Therefore,the areacost of the probesupportingthe �rst
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threemodesis �x edandtheareacostof aprobesupporting
all four analyzermodesmayvary, dependingon the trans-
actionabstractioncapabilityimplemented.Theareacostof
transactionabstractionis left for futurework.

Looking at the NoC level, on average,for our designs,
theoverall monitoringsystemadds5% to theoriginal NoC
area(routersand NIs). This accountsfor the transaction
monitorsarea,andthe increasein the numberof NI ports
with thecorrespondingbuffers.

5.3 Tr a� c analysis

A traf�c comparisonfor all analyzermodesis presented
in Table3. Themonitoringtargetsaretwo userconnections
of 40 MB/s and60 MB/s respectively. Themonitoring was
doneby activatinga singletransactionmonitor for eachof
the target connections,andcon�guring it in turnsfor each
mode.Thetraf�c �gures correspondto a singletransaction
monitor andare independentof the numberof transaction
monitorspresentin theNoC.

Table 3. Monitoring traf �c details
userdata MB/s MB/s

userpayload P 40 60
NoCpayload P+C+A 59,84 89,68
NoCtraf�c P+C+A+H 65,20 95,04

raw
debugpayload P'=

P
(P+C+A+H) 255,28

(mm) NoCpayload P'+C'+A' 340,37
(mm) NoCtraf�c P'+C'+A'+H' 355,76
(sd)NoCpayload P' 255,28
(sd)NoC traf�c P'+H' 270,88

connection-based
debugpayload P'=P+C+A+H 65,20 95,04

(mm) NoCpayload P'+C'+A' 86,93 126,72
(mm) NoCtraf�c P'+C'+A'+H' 92,08 131,84
(sd)NoCpayload P' 65,20 95,04
(sd)NoC traf�c P'+H' 70,40 100,24

transaction-based
debugpayload P'=P+C+A 59,84 89,68

(mm) NoCpayload P'+C'+A' 79,79 119,57
(mm) NoCtraf�c P'+C'+A'+H' 84,96 124,72
(sd)NoCpayload P' 59,84 89,68
(sd)NoC traf�c P'+H' 65,04 94,88

tr. event-based
debugpayload P'=E 19,95 29,89

(mm) NoCpayload P'+C'+A' 39,89 59,79
(mm) NoCtraf�c P'+C'+A'+H' 45,04 64,96
(sd)NoCpayload P' 19,95 29,89
(sd)NoC traf�c P'+H' 25,12 35,04

The userpayload,e.g. 40 MB/s, denotedwith P in Ta-
ble 3, representsthe applicationdata. To this userdata,
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Figure 7. Monitoring traf�c comparison

commands(C) andaddresses(A) still have to beaddedbe-
fore theNIs, thevalueis shown asP+C+Ain Table3. This
representsthe actualpayloadfor the NoC. Taking into ac-
countthe slot allocation,dueto packetization,headersare
addedin the NIs to the actualpayload,P+C+A+H in the
table.P+C+A+His thetraf�c goingthroughthenetwork.

Whenmonitoringin therawmodethesumof P+C+A+H
for all connectionspassingthemonitoredlink becomesthe
actualpayloadP' for the debug connection.In our exper-
iment the two monitoredconnectionssharethe samelink,
togetherwith another60MB/s GT userconnection, which
explains the large payload in Table 3. Note that the raw
traf�c is only directly relatedwith the the monitoredlink
utilization.

When monitoring in the connection-basedmode
P+C+A+H becomesthe actual payloadP' for the debug
connection. When monitoring in the transaction-based
modeP+C+Abecomestheactual payloadP' for thedebug
connection,becausethe headersare removed in this ana-
lyzer mode,assumingno furthermessage�ltering which is
theworstcasefor thismode.Whenmonitoringin thetrans-
actionevent-basedmodetheactualpayloadE is computed
in this exampleby abstracting the 6-word messages(P=4
words,C=1 word andA=1 word) used on this connection
in 2-word events. In generalit mayvary dependingon the
abstractioncapabilityof theevent-model.

When using the memory-mappedscenario,the (mm)
tag in Table 3, for the transportof the monitoreddata,
new addressesand commandsare added to the previ-
ously explained payloadP', denotedP'+C'+A' in Table
3. New packetizationis done,and new headers(H') are
addedto this, getting the �nal debug connectiontraf�c
to P'+C'+A'+H' . Whenusingthestreaming-datascenario,
(sd)in Table3, for thetransportof themonitored data,new
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addressesand commandsdo not needto be addedto P'.
Headersareaddedthough,gettingthe �nal debug connec-
tion traf�c P'+H'.

Fig. 7 presentstheNoC analyzertraf�c for all analyzer
modesin percentages,comparedto theinitial NoCtraf�c of
65.20MB/s and95.04MB/s for the40MB/sand60 MB/s
connectionsrespectively. This is donefor boththememory-
mapped(mm) and streaming-data(sd) scenarios. In the
raw analyzermodethenumbersshow thatthereis atremen-
doustraf�c on a link, several timesbiggerthantheconsid-
ereduserconnections.Note that the raw modeshows the
overall link traf�c comprisingthreeconnectionsin total. In
the connection-based modethe numbersshow that we in-
troducein the NoC new traf�c, biggerthanthe monitored
traf�c. In the (mm) scenariothis is 41% and 39% more,
while in the(sd)scenarioit is only 8%and5%more.In the
transaction-basedmodeweintroducein theNoCnew traf�c
around30% higherthanthe monitoredtraf�c in the (mm)
scenario,andcomparablebut slightly lower thanthemon-
itored traf�c in the (sd) scenario. In the transactionevent-
basedmodeweintroducein theNoCnew traf�c, lowerthan
the monitoredtraf�c, which is always the casefor suf�-
ciently abstractevents. This representsa realgain over the
monitoredconnections.The gain amountsto around30%
and60%in the(mm),respectively (sd)scenario,in thecon-
creteexample.

As expected,traf�c wiseit is a goodideato usetransac-
tion abstractionswhendoingonlinetransactionmonitoring,
in caseotherdetailsarenot of interest. Combiningthem
with a 'streaming-data'scenariois bene�cial. Monitoring
at thelowestlevel of detailwouldproducethemostloadfor
theNoC.

5.4 Debuggi ng the NoC Con�gu rati on
Mas te r

As previously mentioned,theÆthereal NoCcanbecon-
�gured at run-time. In the currentÆtherealsetup,a cen-
tralizedprogrammingmodule, e.g. an ARM processor, is
doing all the con�guration work. This centralizedmodule
is calledthe Con�guration Master, seethe Cfg. Masterin
Fig. 4. As supportfor NoC debug, it is importantto see
what the Con�guration Master is doing at run-time, asall
theinter-IP communicationis goingover connections.The
observed behavior can then be comparedto the expected
behavior in orderto catchpossible errors.

TheCon�guration MasterusesBE packetsto con�gure
theNIs. OurNoCanalyzercanmonitorcon�gurationin the
connection-basedmode. For this we take advantageof the
Ætherealcon�guration details. All NIs have a port, with
qid 0 , calleda con�guration port. Throughthis port the
NIs arecon�guredat run-time.Theobservationof theCon-
�guration Masterrequiresa singleprobe.Thereforeat run-

time, a single transactionmonitorwasactivatedin onetest
NoC, depictedin Fig. 4, namelythe transactionmonitor
attachedto router R3. This transactionmonitor monitors
the link betweenNI0, wherethe Con�guration Master is
connected,androuterR3. Thetransactionmonitorwasen-
abled in the connection-basedmode,and was con�gured
only with thequeueidenti�er 0 andnot alsowith thepath.
In this way all the outgoing traf�c from NI0 towardsany
destinationwith qid=0 is �ltered, and then sent to MSA.
Thisamountedto 205�its containing529(4-byte)wordsof
con�gurationdata.In thiswayall theCon�guration Master
behavior is observed. A singlepreestablishedGT connec-
tion is usedto transportthemonitoreddatato theMSA. As
anotherexperiment the transaction monitorwasenabledin
the transaction-basedmode andthepathwasset. Transac-
tions are only monitoredover this path, correspondingto
NI4 beingcon�gured,andthisamountsto 24 write transac-
tions.

Dueto thecentralizedprogrammingof theNoC usinga
singleCon�gurationMasterin thecurrentsetup,onetrans-
actionmonitor is currentlysuf�cient to monitor NoC con-
�guration. However, in the near future, distributed pro-
grammingof the NoC may be anotheroption. In order
to keepup with this option multiple Con�guration Master
monitorswill have to be employed (or activated),one for
eachCon�gurationMaster.

6 Conclusions

We have presenteda NoC analyzerableto performrun-
time NoC transactionmonitoring. TheproposedNoC ana-
lyzer alleviatesthe run-timeobservability problemby pro-
viding hardwaretransactionmonitorsableto work on four
differentlevelsof abstraction.They correspondto four an-
alyzermodes,ultimately beingableto on-chipreconstruct
transactionsfrom low-level monitoredrouterdataandab-
stract them to events. All of the analyzermodescan be
enabledand con�gured at run-time. They match dif�cult
debug situations,andarea valuableassetwhendebugging
multiprocessorNoC-basedSoCs.

In NoC monitoringit is importantto go beyondtheraw
low-level data(bits), to understandwhatdatameans(trans-
actions). Due to nonalignmentof packets and messages
it is generallydif�cult to (re)constructa transactionlevel
view. We have conceptually shown how this problemcan
be solved for all existing NI packetizationschemes.Thus
our conceptscanbe reused for any existing NoC. A trans-
actionmonitor for the mostdif�cult packetization scheme
wasimplementedat thecostof one�fth of therouterarea.
The total monitoring systemleadsto an increaseof NoC
areaof around5%for severalMPEG/audioSoCs.

A traf�c analysisof analyzermodeshasbeenpresented.
The traf�c introduced,comparedto the traf�c of the mon-
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itored connection,varies from a penalty of 41% in the
connection-basedmode memory-mappedscenario, to a
gainof 63%in thetransactionevent-basedmodestreaming-
datascenario. We have proven the versatility of our NoC
analyzerby debuggingtheNoCcon�gurationmaster.
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