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Abstract

Networks-on-kip (NoC) are a scalableinterconnectso-
lution to multiprocessorsystemson chip (MPSoC).NoCs
transportdatain padetswhich are fragmentsof transac-
tions, sud as read and write actions of IPs. For delug
purposesreconsructing transactionsat run-timeis essen-
tial. Run-timeanalysisof the NoC behavia at transaction
level malesthe completeMPSoCeasierto undestand.We
presenta NoC analyzerable to monitor NoC transactions
at run-time Theproposedchardware transactionmonitoris
able to reconstructon-dip, at run-time NoC transactions
from bit-level interceptel router link communication Four
NoC analyzermodesare detailed raising the abstraction
level gradually from physical raw to logical connection-
based,transaction-base@nd abstract transactionevent-
based Eadh modeis analyzedor areaandbandwidthin an
experimentaketupbasedonseveral AtheealNoCdesigns.
A transactionmonitor has an area costof 0.026mr in a
0.13 m CMOStedcnolagy, and for several MPEG/audio
casestudies the entire monitoringsystenaddsan average
of 5% to the NoC area. We showthe versatility of our NoC
analyzerby run-time monitoringuser connectionsand the
Con guration MasterIP in theNoC.

1 Intr oduction
1.1 Problem State ment

Due to ever increasingtechnologicaladwances, very
comple large scalesystemon a chip (SoC) designsare
becomingpossible. Eachnewv SoC generationintegrates
more processingelements,more features,and offers in-
creasedunctionality. With this ever increasingcomplex-
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ity, thestepof gettingthe designworking properlybecomes
increasinglydif cult, leadingto a nee for betterdebug so-
lutions. This pointsto the needfor providing the necessary
controllability, andin particulartheobsenability of internal
operation®f acomplex SoC.Obsenability of currentSoCs
is becominga majorbottleneckasthe amountof embedded
coresandcritical internalsignalsperl/O pinratioincreases.

This hasled to the addition of dedicatedon-chip re-
sourceswhich supportfunctional analysisin order to in-
creaseSoCobsenability. Existingtechriquessuchassys-
temsimulationsandstatedumpsusingJTAG/boundaryscan
chainsare complementedy this additionalinfrastructure.
This delug instrumentationhas becomecommonat core
level [2], andbus-level [21]. Increasingy, a system-centric
dehuginfrastructuresupportingmulti-coresystem-lgel di-
agnosisand analysis,like ARM's Coresight[1] and First
Silicon's OCI [15], is gaining momentum. Computation
andcommuni@tionobsenability in currentSoCsare arec-
ognizedmust,andits importanceis growing.

Networks on chip (NoCs)[3, 8, 10, 12, 16, 13] arethe
preferredinterconnecsolution for large scalemultiproces-
sor SoCs. With the emeiging trend of NoC-basedSoCs,
systembussesarereplacedoy NoCs. The on-chipcommu-
nication becomeamore sophisticatedrelying on run-time
programmablesolutions. While the on-chip dehug infras-
tructure at core level can be reusedin NoC-basd SoCs,
standardous monitorsno longerwork with suchsystems,
asmultiple truly parallelcommunicatiorpathsbetweerthe
IPs exist, as opposedo a (single) centralzed bus in bus-
basedSoCs. This led to the addition of dehug infrastruc-
turesfor the NoC interconnec{5]. This delug infrastruc-
ture copeswith the runtime communicatiorobsenrability
in NoC-basedoCs.

Evenif basicobsenability of NoCsis achiezed in the
form of bits, it is still the questionof what the monitored



bits mean,e.g. a con guration paclet for the NoC itself

or a write action issuedby an IP connectedo the NoC.

The abstractiorlevel at which monitoringcanbe donecan
vary from the bit-level to the level of inter-IP communi-
cation. For NoCs, the intercaanectedlPs communicateo

eachother by meansof transactionswhich are readand
write actionsfrom IPs. To increasethe operationalspeed
of system-lgel dehugging,the NoC delugginginfrastruc-
turemustbringtheabstrationlevel of themonitoreddataat

transactionevel, andallow run-timetransadbn monitoring
in particular atareasonableost.

Transactionsare composedof one or more messages,
e.g. areadactionfrom an IP, and the datacoming back
astheresultof it. In ef cient pacletizationschemese.g.in
the AtherealNoC, the transactiorcomponentsre consid-
eredpartof adatastreamwhichis pacledat Network Inter
faceg(Nl) into packetswithout consideratiorfor alignment
of pacletsandtransactiorcomponents.The monitoredbit
stream(raw data)correspondinge.g.to a monitoredrouter
link containsmultiple time-multiplexed connection®f dif-
ferenttrafc classese.g. guaranteedhroughput(GT) and
besteffort (BE). Theseconnectiongreestabishedbetween
differentpairsof spatiallydistributedIPs. Identi cations of
transactionsut of thismonitoredbit streanis achallenging
problem.

1.2 Related Work

Therehasbeena lot of work in providing obsenabil-
ity for bus-basedystemsARM's Coresigh{1] technology
combinesETMs [2] for ARM cores,with the AHB Trace
Macrocell which gives visibility on AMBA AHB busses,
offering an understandin@f multilayerbus utilization and
visibility of aaccesseto memoryareas.First Silicon's on-
chip instrumentationtechnology(OCI), provides on-chip
logic analyzes[21] for AMBA AHB, OCR andSonicsSil-
iconBackplandous systens. Thesesolutionsallow theuser
to run-time capturebus activity, andcanbe combinedin a
multicore-embeddedehug systen]15] with in-systemana-
lyzersfor corese.g. for MIPS cores.Althoughstate-of-the-
art, both solutionsare not able to copewith a NoC-based
SoC.

While the test and veri cation implications of using
NoCshave beeninventoriedn [22], in theresearcltommu-
nity, focusis onthedesign[4, 14,8,12,16,10], analysiq9]
anduse[18] of NoCs. Currently thereis little supportfor
run-time communicatiorobsenability in NoC-basedoCs
in general.

[5] proposeghe conceptof a genericNoC Monitoring
Service(NoCMS)to copewith communicatiorobsenabil-
ity in NoC-basedSoCsand advocatesthe use of abstract
eventsin reducingthe size of the monitoreddata The
NoCMScanbeinstantidedat designtime togethemwith the

NoC by meansof amonitoring-avareNoC designo w [7].

Theimpactof run-timemonitoringon NoC design o ws
is shawvn in [6], in caseof sharedor separéed NoCs for
applicationand monitoring data. As far aswe are aware,
thereis no supportfor transaction-leel monitoringin exist-
ing NoCs.

[20] proposeson-chip run-time collection of trafc
statisticsatnetwork interfacego optimizetheusageof com-
municationresourcesn a NoC-basedoC;thisis doneus-
ing the centralized-esourcananagementf [19].

1.3 Contributi on

This paper presentsthe conceptsof monitoring NoC
transactionon chip at run-time It shovs how we canre-
constructthe transactiornview (readandwrite actionsfrom
IPs) from theraw, low-level monitoreddata. Theraw data
can be monitoredat ary router a module which hasno
understandingf any notion of transaction.We show that
transactionscan be reconstructedregardlessthe way in
which pacletizationhasbeendonein network interfaces,
coveringall existing NoC pacletizationschemes.

We further proposea hardware monitor which supports
on-chip transactionreconstructionand several intermedi-
ate levels of abstiactions neededfor it, raising the ab-
straction level gradually from physical ‘raw' to logical
connection-basedransaction-basednd abstracttransac-
tion event-based. We further shawv that such monitoring
is feasibleareawisg asthetransactiomrmonitor supporting
both GT andBE trafc classeds 0.026mn3 in a0.13 m
CMOS technology smalleven whencomparedwith a cor-
respondingd.13mnt combinedGT/BE NoC routerin the
sametechnology

We call theresultingmonitoringsystema NoC analyzer
andthe supportedabstractionlevels, analyzermodes An
analysisof the generatd trafc for eachof the analyzer
modesis presentedn the context of four realistic Athe-
real NoC desigrs basedon an MPEG codec,underlining
adwantagesndpotentialproblemsor eachof them.An ex-
ampleof monitoring NoC con guration masteractivity in
the connection-baseghodeis showvn.

1.4 Overview

Section2 presentghe AthereaNoC in generalandthe
transaction-basedommurication modeland pacletization
in particular The NoC analyzerand the two basic data
transportscenariosused throughout the paper are intro-
ducedin Section 3. In Section4 we describetransaction
monitoringby presentinghefour NoC analyzermodesand
the undetying monitor architecture. The areaandtrafc
implicationsarepresentedn Section5 andthe conclusions
in Section6.



2 /Ethereal Experimental Setup

We have usedthe AtherealNoC [10] as an example
for our work but all the conceptgresentedare more gen-
eral and can be reusedfor other NoCs. Several NoCs
[3, 8, 10,12, 16, 13] have beenproposed.In generalthey
arecomposedf network interfaces(NI), whichimplement
theNoCinterfaceto IPs,andof routerswhichtranspordata
from NI to NI.

TheAthereaNoCrunsat500MHz andoffersaraw link
bandwidthof 2GB/sin a0.13 m CMOStechnolog. Athe-
real offers transport-layelcommunicationservicesto IPs,
in theform of connectionsgcomprisingbest-efort (BE) and
guaranteed-throughp(&T) services. Guaranteesre ob-
tainedby meansof TDMA slot resenationsin Nls. Athe-
real NoC instancesrerecon gurableat run-time. This is
achieved by programminghe NIs usingstandardnemory-
mapped/O ports. The currentsetupusescentralizedpro-
grammingof the NoC and sourcerouting, but distributed
solutionsarealsopossible.

Transactiongreadsand writes) are performedon con-
nections.Onetransactiorcomprise®neor moremessages.
Messagesre differentiatedas requestand responsemes-
sages. E.g. arequestmessagean be the write message
depictedn Fig. 1. A responsenessagés for exampk data
comingbackasaresultof aread operationor anacknavl-
edgmentsaresultof awrite operation.

cmd| lengh | flags| | seqnr. |transid word 0
address word 1
write data 1 word 2

write data n word n+]

Figure 1. Athereal message format

The Nls corvert thesemessagefto paclets, by chop-
ping theminto piecesof a maximumlengthand addinga
headerto eat of thesepieces,resultingin paclets. Pack-
etsmay be of different lengths.The paclet headerconsists
of: (1) a pathto the destinationNI asa sequencef router
outputports,(2) aqueuedenti er atthedestinatioNI, and
(3) piggybacledcreditsfor endto end o w control. An ex-
amplepacletis shavnin Fig. 2.

Pacletsarefurthersplit into its, the minimumtransfer
unit betweenhops. The it formatis presentedn Fig. 3,
with the mentionthat this particular it containsa paclet
headersthe rst word. One it correspondso oneTDMA
slot. Note that the GT paclet presentedn Fig. 2 corre-
spondgo threeconseutively allocaedslots.One it com-
prisesthree32-bit words. For eachof thethreewordsthere
aretwo bits of sidebandnformation. The rst two sideband
informationbits, id in Fig. 3, shov whetherthe it is BE or
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Figure 2. Athereal packet example

id credit| qid | path word 0
size payloal 0 word 1
eop payloa 1 word 2

Figure 3. /Ethereal it format

GT andwhetherit containsa paclethealeror not. Thesec-
ondtwo bits show thenumberof valid wordsin the it. The
lasttwo bits shav theendof paclet.

3 NoC Analyzer

For the basicaccesdo NoC its, we have usedtheNoC
Monitoring Service (NOoCMS) of [5]. The NoCMS is of-
feredby theNoC in additionto thecommunicatiorservices
offered to the IPs. It consistsof con gurable probesat-
tachedo NoC componentsThegenericprobemodularde-
signcompriseghreepars: the sniffer (S), the eventgener
atorandthe monitoringnetwork interface(MNI). The MNI
canbeaseparatdl or canbe memgedwith anexisting NI.

Our specializedransactiormonitorreplacesthe generic
eventgeneratorof [5]. Fig. 4 presentan MPEG codecwith
a2x3 NOC with its NOC Analyzer All routersof theNoC
examplefrom Fig. 4 have atransactiormonitor (TM). The
generaprocesworksasfollows; thesniffer obtainstheraw
its (bit-level) fromtheNoC componentandpasseshisin-
formationto the transadbn monitor. The transactiormon-
itor performslocal processingspeci ¢ to eachof theana-
lyzer modes. It then forwardsthe resultsto the MNI. The
MNI pacletizesthe resultas payloadand sendshemover
thenetwork to theMonitoring ServiceAccesgoint (MSA),
over a previously egablishedmonitoring connection,just
like any otherdatain the NoC. Themonitoringconnections
canbeeitherBE or GT. We usethe sameNoC for monitor
ing aswell asfor theusertraf c becaus¢hissolutionallows
alogical, dynamicpartitioningof NoC resourcestesources
canbe usedfor monitoringwhenneededandfreedwhen
not. Note thata separaténterconnectfor monitoring may
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Figure 4. 2x3 MPEG codec with NOCMS

beusedaswell [6].

The NoC analyzerhasto be ableto checkthefunctional
detailsof usertrafc from the obsened router link data,
at differentlevels of abstraction. For this, the transaction
monitorarchitectureés de ned. A scheméc of thetransac-
tion monitor internal architecturds depictedin Fig. 5. All
router links are sniffed by the sniffer which providesthis
info to thelink selectionblock. In thelink selectionblock
onelink is selectedfor further analysis. Then, thereare
four transactionmonitor processingolodks One or more
of theseblockscanbe enabledandcon gured throughthe
enable/con guation blodk. Two portsconnecthetransac-
tion monitorto the MNI, oneslave port (SPin Fig. 5), for
programmingthe transactiormonitor, and one masterport
(MP in Fig. 5), for sendingthe transactionmonitor data
to the MSA. Transactionmonitors are programmedising
memory-mappedfO, by meansof write transactionsEach
processindlock correspadsto oneof theanalyzermodes
thatwe have identi ed. Eachanalyzermodeis detailedin
thefollowing section.

If the sniffed datais memory-mappede.g. the MSA is
a memory the transactionmonitor useswrite transactions
to sendthe data to the MSA, anda commandandaddress
haveto beaddedo thetransadbn monitordata.Therefore,
a write transactionfrom a transactiormonitor to an MSA
will alwayscontaina command,anaddressandthe useful
payload. In the remainde we referto this asthe memory-
mappedscenario.

If the sniffed datais notmemory-mappd,e.g.the MSA
is anotherIP which takes care of streamingthe data off
chip, no commandsand addressesare addedto this data.
Therefore,a peerto-peerstreamingdatatransactionfrom
transactiormonitorto MSA will containjusttheusefulpay-
load. In theremainderwe referto this asthe streamingdata
scenario.We have implementedothmemory-mappednd
streaming-datacenariosn our simulator
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Figure 5. Transaction Monitor Architecture

4 Analyzer Modes
41 Raw Mode

In theraw modethe analyzemprovidesfull obserability
on all bits passinga certainphysicallink. Thelink desired
canbeselectedrom all routerlinks atrun-timethroughthe
enable/con guratiorblock. The link selectionblock pro-
videsatits outputall its passig onelink. Theseits can
be part of differentconnectionsas TDMA is usedfor ev-
erylink. The its canbedirectly forwardedto the MNI or
passedsinputto the GT/BE Itering block. Looking only
atthe it structureandnot beyondwe cando only limited
Itering. Local ltering is possiblebasedon thetrafc cat-
egory. For the AtherealNoC we areableto Iter GT or
BE trafc from theraw its. Thisis madepossible by the
2-bit sidebandinformation (seeFig. 2) of each it which
speci eswhetherthe it is GT or BE. Theresuling its are
forwardedto the MNI. The MNI pacletizesthe its as pay-
load of awrite transactionmemory-mappedcenario)r a
datastream(streaming-datscenario).

A potentialproblemmay arise: assunng for a certain
link thatutilization is very high, andtha we do raw sniff-
ing, the sniffed data hasto be sentover a connectiorto the
MSA. Dueto the pacletization overhead(the paclet head-
ersaddedo the usefulsniff payload) thetotal canbe more
thanthe physical link bandwidth,making the transport of
the sniffed dataimpossible.Filtering whethe thetrafc is
GT or BE can alleviatethis problemin certaincasesbut not
alwayssolheit.



The raw modeis usefulin caseall deails of the its
areimportantto be examned. Bit-level detailscanbe in-
spected. In practiceit works for low bandwidthconnec-
tions,or for shortsnapshotsf high bandwdth connections.

4.2 Connecti on-based M ode

As sendingtheraw snif ng resultsto theMSA cannotal-
wayswork in pracice,amoreadwvancedmodeis neededIn
the connection-basd modethe analyzerprovidesfull ob-
senability on all bits of a selectedconnection raisingthe
abstractionlevel from physical raw to logical connection.
The transactionrmonitor mustallow further ltering of the
sniffed data,besidesthe trafc class(e.g. BE/GT) in or-
der to reducethe trafc from monitoring probeto MSA.
All theNoC usertraf ¢ goesoverconnectionsandconnec-
tions sharelinks basedon a TDMA scheme. Filtering of
the sniffed datais possibleif a certainconnectioncanbe
identi ed from the otherconnectionsharingthe samelink.

Theconnectionltering block of thetransadbn monitor
usesasinput the outputof the GT/BE | teringblock. Con-
nectionidenti cation canbe donefor the AtherealNoC by
meansof the queueidenti er and path; this pair uniquely
identi es a connectionBoth have to be programmedin the
transactionmonitor using the transacin monitor's slave
port SP Both the queueidenti er and path can be found
in the headerof paclets, seeFig. 2. A paclet headercan
beidenti ed by the 2-bit sidebandnformationof each it.
Furthermore, a paclet headeris alwaysthe rst word in
the it. Oncea headeris interceptedthe queueidenti er
of the destinationqueuein the NI, andthe pathto thatNI,
canbe extractedfrom the header The transactionmonitor
musthave thedesiredconnectiorsetandcomparehevalue
storedlocally with run-timevaluesfrom the headersOnce
a matchis found we have identi ed a paclet belongingto
thedesiredconnection.Theresultingpacletsareforwarded
to the MNI.

Note that the proposedtransation monitor enabledin
the connection-basethodeis in the current setupable to
monitor a single connectionat a given time. However, the
extensionto supporthemonitoling of multiple connections
atagiventimeis straightfaward.

The connectim-basednodeis usefulin caseall details
of a certainconnectionhave to be examined,e.g. paclet
headersor connectionutilization. The previously men-
tionedproblem of exceedingthe physicallink bandwidthis
still possiblealthoughthis would requireextraordinay cir-
cumstancesg.g. all slotsreservedfor a singleconnection.
Thisis unlikely, andthis modeis feasiblein practice.

4.3 Transaction- based Mo de

In thetransaction-basemodetheanalyzeraisesheab-
stractionto transactiorlevel and providesbit-level full ob-
senability on transactionver a certainconnection. This
implies full obsenrability of all transactioncomponents,
which aremessagesA full transactiommay involve a sin-
gle messagée.g.a singlewrite without acknavledgement)
or multiple messagesThe caseof transadbns usingmul-
tiple messagegpossiblyon multiple connectionsjnvolves
the combinationof datafrom multiple transactiomrmonitors
or from onetransactiommonitor at differentpointsin time,
which canfor examplebedoneatthe MSA.

Beingableto identify all the its of acertainconnection,
the next stepis thereforeto identify messagebelongingto
the connection. This allows to see,from within the NoC,
whena write or a readmessagédiasbeenissuedandfrom
whereor to which of thelPsor memoriesproviding atrans-
actionlevel view.

The mainproblemis how to identify the messagedt is
dif cult to detectthe startof a messagebecausenessages
are consideredpayloadand are pacled in pacletswithout
ary alignment.Therouterswheremonitoringis done have
no notionof messagesA pacletmay containa singlemes-
sagepart of amessagepr patts of multiple messagesdt is
thereforecomplex to seewherea messagetartsjust look-
ing atapaclet.

Messagedenti cation requiresdepacletization, a pro-
cedureusuallydoneatthe NI atthereceving side,at every
slave NI port (SNIP). Hardware modulesfor depacletiza-
tion areavailablefor Athereal. Thesemodulesasumethat
the rst paclet over a connectioncarriesthe rst message
header immediatelyafter the paclet header From there
they only countthe numberof wordsin the received mes-
sage knowing that after it thereis a nev messigeheader
Having detectedhe startof the messagethe restbecomes
simple. In the majority of existing NoCs, the size of the
messagés codedin the rst word of themessageheexact
placedependingon the exactprotocolmessagéormat. So,
if the messagstartis detectedtherestof the mesagecan
be obtainedby countingthe wordsin the following sniffed

its belongingto thesameconnectiontill themessagsize

is reached. Countingof the messagevords doesnot take
into accountthe headerf the pacletsinvolved, which are
discardedHowever, themaindif culty is detectinghestart
of themessage.

Therearethreepossiblesituations,covering all existing
NoCs,seeFig. 6, with regardto alignmentof pacletheader
andmessagdeadereachof the situationshaving prosand
consregardingthe NoC design

(A) TheNoCdoesnot distinguishbetweemessgesand
padets,messge/padet correspondeneis oneto oneg
seeFig. 6A. As previously explained,a paclet header



A | MP [MH] PH]

B | MP_ [PH|]| MP [MH]|PH]

c | wmp  [pPH|{MH]| mP [PH]

Figure 6. Message-packet alignment

(PH) can be easilyidenti ed. In this casewe have

alsoidenti ed the messagéneader(MH), which fol-

lows the pacletheaderandthe messagelecodingcan
start. From the NoC point of view this is a simple
pacletizationschemebut it mayrequirelong paclets.
Thereforejt maynot t well with the TDMA scheme,
andmay have partially emptypaclets.

(B) Themessge headeris alignedwith the padcet header
but the NoC splits messges in multiple padcets, see
Fig. 6B. Evenif a paclet headercan be easily iden-
ti ed, asmessage/paei correspondeceis no longer
oneto one,it is importantto know with which paclet
headerthe messagéeaderis aligned. Somepaclet
headersare followed by messagdeaderspthersare
followed by partsof the messaggayload(MP). This
situation ts well with the TDMA scheme but may
have partially emptypaclets.

(C) The NoC doesnot align messges and padets, see
Fig. 6C. Thisis themostgeneralanddif cult caseand
is usal by the EthereaNoC. A messagéeadercanbe
anywherein the payloadof a paclet. This is the most
efcient packingof messagem pacletsandit is good
for TDMA.

There are at leasttwo solutionsto solve the message
identi cation problemdeseibedat pointsB andC:

(1) Onesolutionisto explicitly specifythemessge bound-
aries. This meansthat eachpaclet species whether
it containsthe start of the messageindwherein the
pacletis the messagéeader The presencef ames-
sageheaderin the paclet andits offset canbe coded
eitherin the paclet headeiitself or in the sidebandn-
formationin the form of a control bit. This can be
enforcedby adaptingthe masterNI port (MNIP) to
includethis informationin the headeror sidebandn-
formation, which is not dif cult becausehe NI has
knowledge of the messagestart Using this solution
may requiredesignmodi cationsof the NI.

(2) A secondsolutionis to male sure that we canmonitor
the r st padet going over the connectionand all the

following its belongingto the sameconnection. In
this casewe cancontinueidentifying messagesThis
is becausehe rst pacletwill containapacletheader
immediatelyfollowed by a messagdeaderandfrom
therewe cankeepaccountingfor the following mes-
sagedike the SNIP is alreadydoing for the usertraf-
c. This canbeenforcede.g. by settingandenabling
thetransactiormonitorsbeforethe connectioris used.
The adwantageof this solutionis that it requiresno
modi cations of theNoC components.

For our experimentswith the AtherealNoC, we have
enforcedhesecondsdution (2). We have madethis choice
becausehe Athereapaclet headeidoesnot containinfor-
mationaboutmessagéieaders.The potentialdravback of
this solution,the factthatthe transactionmonitors mustbe
enabledbeforethe actualmonitoral connections setup, is
consideredicceptableOur sdution requiesa strict corre-
lation betweenthe (re)con guration momentsof the NoC
andthe con guration of the NoCMS transation monitors.
It is possibleto apply this solutionfor the AtherealNoC,
becaus@ur transactiormonitorsarerun-timecon gurable
by meansof MMIO write operations,and becauseprece-
denceof the transactionmonitor con guration in front of
theuserconnectiorcon gurationis enforced.Thetransac-
tion monitorsare con guredbeforethe actualconnections
arecon gured, beingableto sniff all the datafrom a con-
nectionstartingwith the rst it of the rst paclet. In case
of a NoC recon gurafon, it is again possibleto recon g-
ure all the transactiormonitorsat the beginning of there-
con guration whenthe restof the connetionsare not yet
con gured.

Thetrafc introducedby the analyzertransaction-based
modeis lower thanin the connection-basdmodeaspaclet
headersare removed in transactionreconstructionwhen
converting from packetsto messagesThis is donein the
depacletizationblock of the transactiormonitor, in facta
reusedSNIP from the AEtheealNoC.

By identifying messagedpcal Iterin g of messageper
connectioris possible;all theseoptionscanbeaddedo the
depacletizationblock. For example, Itering of only write
orreadmessage®yr ltering of cettainaddressangewrites
canbedone,handyfor dehug pumposes.

Thetransaction-basetiodeis usefulwhenall detailsof
transactionsor transactioncomponentsare requiredto be
inspectedThisis especiallyusefulwheninspectingP to IP
communication.However, detailsregarding pacletization,
like the contentof paclet headersarenolongervisible.

4.4 Transaction Event-based M ode

In the transactio event-basednodethe analyzerpro-
videsfull obsenrability on relevant transactiorfeaturesor



componentsand abstractotherirrelevant transactionfea-
tures. Being ableto identify messagesver a certaincon-
nectionis indeedvery useful. However, not all of this in-
formationis always neededor geting the picture of what
is realy going on in the NoC. Therefore,the abstraction
level can be raised; wherever a transactioncomponentis
sniffed,atransactioreventcanbegeneratedE.g. atransac-
tion eventcanstatewhatwasthecommandaddres&ndthe
numberof wordsin amessageA write messagataddress
#0000with 10 wordsof payloadhasatotal of 12 wordsfor
theentiremessageAll this canbeabstractedn aneventof
two wordscontainingonly therelevantfeatues(command,
addressnr. words), gettingrid of the irrelevant (for this
example)10 wordsof payload.

Local Itering of relevantfeaturesf transactionss done
in theabstractiorblock of thetransactiormonitor. Thetraf-
¢ introducedis lower thanin the transaction-basechode
aswe getrid of paclet headersandirrelevart transaction
featuresdby meanof eventabstractions.

Table 1. Comparison of analyzer modes

Mode TM capability Filtering Potential ph.
raw id. trafc GT/BE link bw.
connection +id. connection  connections link bw.

transaction +id. msg. messages msg.start

tr. event  +evt. generation msg.features  msg.start

Table 1 summarizesthis section, shaving a compari-
sonbetweerall analyzemodedocusingonthecapabilities
built in the transactiormonitor, the potential ltering and
the potentialproblemsin each of themodes.

5 Analysisand Examples
5.1 Implem entation

Our nal pointisto provethaton chip run-timemonitor
ing of NoC transactionss feasiblein resourceconstrained
NoC designs.Therefore we have investicatedthe areaand
trafc implicationsof our NoC analyzer For the experi-
mentalvalidation of our NoC analyzerwe have built a it
accurateSystemCmodel, and a cycle accuratesynthesiz-
ableVHDL modé of thetransation monitor We have used
thesemodelsin conjunctionwith the AEthereaNoC andde-
sign o w.

The placemenif the transactionmonitorsat routersis
a designtime choice. Currently our NoC design o w [10]
hasbeenextendedo supportmonitoringin general6], and
fully supportghe (automatic)nsertionof transactiormon-
itorsin particular[7].

For our experimentsall routersare instrumentedusing
the monitoring-avare NoC design ow with transaction

monitors,thusresultingin afully probedNoC. For ourtraf-

¢ experimentswith the SystemCmodelswe have used
transactionmonitors supportingall four analyzermodes.
For our areaexperimentswith the VHDL modelswe have

usedtransactiormonitorssupportinghe rst threeanalyzer
modes(full transactionreconstructionwithout transaction
abstraction) We useGT connectiondor eachof thetrans-
actionmonitorsto transprt the sniffed datafrom thetrans-
actionmonitorsto the MSA. The applicationand monitor

ing trafc sharethe sameNoC. For NoC design-timeas-
pectsrelaied to monitoring, suchas how to provision the

monitoring requirementor how to automatethe insertion
of monitorspleasereferto [6] and[7] respectiely.

To quantifythe completeeffectsof monitoringwe hada
look atfour differentSoCdesignsusingNoC meshtopolo-
gies, supportingcombinationsof several MPEG instances
(from oneto four) with a single awdio instanceconsisting
of samplerate corversion,MP3, audio-postprocesyg and
radioaspresentedn [17].

5.2 Area Anal ysis

The areaoverview of three probes, correspondingo
the rst threeanalyzermodes(raw, connection-basednd
transaction-basedjealizedin a0.13 m CMOStechnolay
is presentedn Table2. Sincetransactionmonitorssupport
bothGT andBE traf ¢ classesa comparisoris madewith
the areaof an Atherealarity 6, GT/BE router presented
in [11], whichis 0.13mn% in thesame0.13 m CMOStech-
nology.

Table 2. Area Impact

Probes areamn?) | comp.to router
raw 0.020 15%
connection-based  0.024 18%
transaction-based  0.026 20%

The resultsshow that offering raw datamonitoring ca-
pability would require15% moreareacomparedo asingle
router while connection-basedapabilitieswould require
around18%. Full edged on-chiptransation reconstruc-
tion is feasibleat the costof 20% of the routerarea. The
probeareapresentedncludesthe con gurationunit allow-
ing to (re)con gure the transactionmonitors at run-time.
Con gurationincludesthe startandend time of transaction
monitor activity, the selectionof the desiredmodewith the
requiredcharacteristicslt alsoincludesthreewordsof in-
ternalstorage.

The rst three analyzer modesrealize the transaction
reconstruction,by decaling the transactioncomponents,
while the fourth one is doing the transation abstraction.
Therefore,the areacod of the probe supportingthe rst



threemodess x edandtheareacostof aprobesupporting
all four analyzemodesmay vary, dependingon the trans-
actionabstactioncapabilityimplemented.The areacostof
transactiorabstractionis left for futurework.

Looking at the NoC level, on average for our designs,
the overall monitoringsystemadds5% to the original NoC
area(routersand NIs). This accountsfor the transaction
monitorsarea, andthe increasen the numberof NI ports
with the correspondindpuffers

5.3 Tra c analysis

A trafc comparisorfor all analyzermodess presented
in Table3. Themonitoringtargetsaretwo userconnections
of 40 MB/s and60 MB/s respectiely. The monitaing was
doneby activating a singletransactiormonitor for eachof
the target connectionsandcon guring it in turnsfor each
mode.Thetrafc gures correspondo a singletransaction
monitor and areindependenbf the numberof transaction
monitorspresenin the NoC.

Table 3. Monitoring traf ¢ details

userdata MB/s  MB/s
userpayload P 40 60
NoC payload P+C+A 59,84 89,68
NoCtrafc P+C+A+H 65,20 95,04
raw p
dehlug payload P'= (P+C+A+H) 255,28
(mm) NoC payload P'+C'+A' 340,37
(mm)NoCtrafc P'+C'+A'+H’ 355,76
(sd)NoC payload P’ 255,28
(sd)NoCtrafc P'+H’ 270,88
connection-based
dehlug payload P'=P+C+A+H 65,20 95,04
(mm) NoC payload P'+C'+A' 86,93 126,72
(mm)NoCtrafc P'+C'+A'+H' 92,08 131,84
(sd)NoC payload P’ 65,20 95,04
(sd)NoCtrafc P'+H' 70,40 100,24
transaction-based
dehlug payload P'=P+C+A 59,84 89,68
(mm) NoC payload P'+C'+A' 79,79 119,57
(mm)NoCtrafc P'+C'+A'+H' 84,96 124,72
(sd)NoC payload P’ 59,84 89,68
(sd)NoCtrafc P'+H' 65,04 94,88
tr. event-based
dehlug payload P'=E 19,95 29,89
(mm) NoC payload P'+C'+A' 39,89 59,79
(mm)NoCtrafc P'+C'+A'+H' 45,04 64,96
(sd)NoC payload P’ 19,95 29,89
(sd)NoCtrafc P'+H' 25,12 35,04

The userpayload,e.g. 40 MB/s, denotedwith P in Ta-
ble 3, representghe applicationdata. To this userdata,
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Figure 7. Monitoring trafc comparison

commandgC) andaddressefA) still have to be addedbe-
foretheNls, thevalueis shavn asP+C+Ain Table3. This
representshe actualpayloadfor the NoC. Taking into ac-
countthe slot allocation,dueto packetization,headersare
addedin the Nls to the actualpayload,P+C+A+H in the
table.P+C+A+His thetraf ¢ goingthroughthe network.

Whenmonitoringin theraw modethesumof P+C+A+H
for all connectiongassinghe monitoredlink becomeghe
actualpayloadP' for the dehug connection.In our exper
iment the two monitoredconnectionsharethe samelink,
togetherwith another60MB/s GT userconnedion, which
explains the large payloal in Table 3. Note that the raw
traf ¢ is only directly relatedwith the the monitoredlink
utilization.

When monitoring in the connection-basedmode
P+C+A+H becomesthe adual payloadP' for the dehug
connection. When monitoring in the transaction-based
modeP+C+Abecomeghe acual payloadP' for the detug
connection,becausdahe headersare removed in this ana-
lyzer mode,assumingno furthermessagdtering whichis
theworstcaseor thismode.Whenmonitoringin thetrans-
action event-basednodethe actualpayloadE is computed
in this example by abstacting the 6-word messiges(P=4
words, C=1 word and A=1 word) used on this connection
in 2-word events. In generalit may vary dependingon the
abstractiorcapabilityof the event-model.

When using the memory-mappedcenario,the (mm)
tag in Table 3, for the transportof the monitored data,
newv addressesand commandsare addedto the previ-
ously explained payload P', denotedP'+C'+A' in Table
3. New pacletizationis done,and nev headerqH") are
addedto this, getting the nal dehug connectiontrafc
to P'+C'+A'+H' . Whenusingthe streaming-datascenario,
(sd)in Table3, for thetransporiof the monitorad data,new



addressesind commandsdo not needto be addedto P'.
Headersareaddedthough,gettingthe nal dehug connec-
tiontrafc P'+H".

Fig. 7 presentgshe NoC analyzertraf ¢ for all analyzer
modesn percentagesomparedo theinitial NoCtrafc of
65.20MB/s and95.04 MB/s for the 40MB/s and60 MB/s
connectionsespectiely. Thisis donefor boththe memory-
mapped(mm) and streaming-data(sd) scenarios. In the
raw analyzemodethenumbersshow thatthereis atremen-
doustrafc onalink, severaltimesbiggerthanthe consid-
ereduserconnections.Note that the raw modeshows the
overalllink traf c comprisingthreeconnectionsn total. In
the connection-baskmodethe numbersshow that we in-
troducein the NoC new trafc, biggerthanthe monitored
trafc. In the (mm) scenaricthis is 41% and 39% more,
while in the(sd)scenarioit is only 8% and5% more.In the
transaction-basedodewe introducein theNoC new trafc
around30% higherthanthe monitoredtraf ¢ in the (mm)
scenarioand comparabléout slightly lower thanthe mon-
itoredtrafc in the (sd)scerario. In the transactiorevent-
basednodeweintroducein theNoCnew trafc, lowerthan
the monitoredtrafc, which is always the casefor suf-
ciently abstraceverts. This represents realgain over the
monitoredconnections.The gain amountsto around30%
and60%in the(mm), respectiely (sd)scenariojn thecon-
creteexample.

As expectedjrafc wiseit is agoodideato usetransac-
tion abgractionswhendoing onlinetransictionmonitoring,
in caseother detailsare not of interest. Combiningthem
with a'streaming-data'scenariois bene cial. Monitoring
atthelowestlevel of detailwould producethe mostloadfor
theNoC.

5.4 Debuggi ng the NoC Congu rati on
Master

As previoudy mentionedthe A£thereaNoC canbecon-
gured atrun-time. In the current £therealsetup,a cen-
tralized programmingmodule, e.g. an ARM processqris
doing all the con guration work. This centralizedmodule
is calledthe Con guration Master, seethe Cfg. Masterin
Fig. 4. As supportfor NoC delug, it is importantto see
whatthe Con guration Maser is doing at run-time, asall
theinter-IP communicatioris going over connectionsThe
obsenred behaior canthen be comparedto the expected
behaior in orderto catchpossble errors.

The Con guration MasterusesBE pacletsto con gure
theNIs. OurNoC analyzercanmonitorcon gurationin the
connection-baserhode. For this we take advantageof the
/Atherealcon guration details. All NIs have a port, with
gid 0, calleda con guration port. Throughthis port the
NIs arecon guredatrun-time.Theobsenrationof theCon-
guration Masterrequiresa singleprobe.Thereforeat run-

time, a single transactiormonitorwasadivatedin onetest
NoC, depictedin Fig. 4, namelythe transactionmonitor
attachedto router R3. This transactionmonitor monitors
the link betweenNIO, wherethe Con guration Master is

connectedandrouterR3. Thetransactiormonitorwasen-

abledin the connection-basedode, and was con gured

only with the queueidenti er 0 andnot alsowith the path.
In this way all the outgoing trafc from NIO towardsary

destinationwith qid=0is ltered, andthensentto MSA.

Thisamountedo 205 its containing529 (4-byte)wordsof

con gurationdata.In thisway all the Con guration Master
behaior is obsered. A single preestablishe&T connec-
tion is usedto transporthe monitoreddatato the MSA. As

anotherexpeimentthe transacton monitorwasenabledn

the transaction-baseahode andthe pathwasset. Transac-
tions are only monitoredover this path, correspondingo

NI4 beingcon gured, andthis amountgo 24 write transac-
tions.

Dueto the centralizedorogrammingof the NoC usinga
singleCon guration Masterin the curentsetup,onetrans-
actionmonitar is currentlysufcient to monitor NoC con-
guration. However, in the nearfuture, distributed pro-
grammingof the NoC may be anotheroption. In order
to keepup with this option multiple Con guration Master
monitorswill have to be employed (or activated),one for
eachCon guration Master

6 Conclusions

We have presented NoC analyzerableto performrun-
time NoC transactiormonitoring. The proposed\NoC ana-
lyzer alleviatesthe run-time obsenability problemby pro-
viding hardwaretransactiormonitorsableto work on four
differentlevels of abstraction.They correspondo four an-
alyzermodes,ultimately beingableto on-chipreconstruct
transactiongrom low-level monitoredrouter dataand ab-
stractthemto events. All of the analyzermodescan be
enabledand con gured at run-time. They matchdif cult
delug situations,andare a valuableassetwhendehugging
multiprocessoNoC-basedoCs.

In NoC monitoringit is importantto go beyondthe raw
low-level data(bits), to understandvhatdatameangtrans-
actions). Due to nonalignmentof paclkets and messages
it is generallydif cult to (re)constructa transactionlevel
view. We have conceptally shavn how this problemcan
be solved for all existing NI pacletizationschemes.Thus
our conceptsanbe reusel for arny existing NoC. A trans-
action monitor for the mostdif cult pacletization scheme
wasimplementedat the costof one fth of therouterarea.
The total monitoring systemleadsto an increaseof NoC
areaof around5% for severalMPEG/audidSoCs.

A traf ¢ analysisof analyzemodeshasbeenpresented.
Thetrafc introduced,comparedo thetrafc of the mon-



itored connection,varies from a penalty of 41% in the
connection-basednode memory-mappedscenario,to a

gainof 63%in thetransactiorevent-basednodestreaming-

datascenario. We have proven the versatility of our NoC
analyzerby deluggingthe NoC con guration master
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